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Legal Ethics in the Cloud

• What is the cloud?
– A communications network on the Internet.

• What is cloud computing?
– Using the Web server facilities of a provider on the 

Internet (i.e., the “cloud”) to run applications.
• What is cloud storage?

– Storing or backing up data over the Internet. 
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Use of the Cloud in Law Practice
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Client Files and Documents in the 
Cloud

• A panel attorney places client documents in the 
cloud, where they can be readily accessed by the 
attorney from any location. 

• Does doing so have any ethical implications?
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Client Files and Documents in the 
Cloud

• In California, attorneys have an express duty “[t]o maintain inviolate the confidence, and at every peril to 
himself or herself to preserve the secrets, of his or her client.” (Bus. & Prof. Code, § 6068, subd. (e)(1).)

• Rules Prof. Conduct, rule 3-100 & discussion provide: “[A] member may not reveal such information except 
with the consent of the client or as authorized or required by the State Bar Act, these rules, or other law.”

• Section 952 of the California Evidence Code, defining “confidential communication between client and lawyer” 
for purposes of application of the attorney-client privilege, includes disclosure of information to third persons 
“to whom disclosure is reasonably necessary for the transmission of the information or the accomplishment of 
the purpose for which the lawyer is consulted.”

• Rule 3-110(A) prohibits the intentional, reckless or repeated failure to perform legal services with competence. 
Pertinent here, “competence” may apply to an attorney’s diligence and learning with respect to handling 
matters for clients. (Rules Prof. Conduct, rule 3-110(B).) 

• The duty of competence also applies to an attorney’s “duty to supervise the work of subordinate attorney and 
non-attorney employees or agents.” (Discussion to rule 3-110.)
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Client Files and Documents in the 
Cloud

• a) The attorney’s ability to assess the level of security afforded by the technology, 
including without limitation:
– i) Consideration of how the particular technology differs from other media use. 
– ii) Whether reasonable precautions may be taken when using the technology to 

increase the level of security.
– iii) Limitations on who is permitted to monitor the use of the technology, to what 

extent and on what grounds.
• b) Legal ramifications to third parties of intercepting, accessing or exceeding 

authorized use of another person’s electronic information.
• c) The degree of sensitivity of the information.
• d) Possible impact on the client of an inadvertent disclosure of privileged or 

confidential information or work product, including possible waiver of the privileges.
• e) Client instructions and circumstances.
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Inadvertent Disclosure and the 
Cloud

• An attorney, who is still learning how to use 
cloud-based document storage technology, 
inadvertently invites an adverse party into a 
confidential data room.

• Does the new attorney’s actions constitute 
waiver of any privilege for the law firm?
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Disclosure of Confidential 
Information and the Cloud

• An attorney uses the cloud to store its data.  A 
disgruntled former employee accesses the data 
and purposefully discloses confidential 
information.

• Does the former employee’s actions constitute 
waiver of the attorney client privilege?
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Disaster Recovery

• A broken water pipe or catastrophe causes the 
loss of client data on a server.

• Is there an ethical obligation to have a natural 
disaster plan in place?
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Failure to Update

• An attorney relies on firewall protection purchased in 
early 2006.  During a long holiday weekend, the 
attorney’s servers are penetrated by a hacker.  This 
results in the loss of all client information.  Had the 
firm properly updated the security software, the 
intrusion would have been avoided. 

• Has the attorney violated any ethical obligations?
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Law Practice and Social Networking
• “Case finally over. Unanimous verdict! Celebrating 

tonight.”
• “Another great victory in court today! My client is 

delighted. Who wants to be next?”
• “Won a million dollar verdict. Tell you friends and 

check out  my website.” 
• “Won another personal injury case. Call me for a free 

consultation.”
• “Just published an article on wage and hour breaks. Let 

me know if you would like a copy.”
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Law Practice and Social Networking
• Business and Professions Code section 6157(c) defines “advertise” or 

“advertisement” as: 
– [A]ny communication, disseminated by television or radio, by any print medium, including, 

but not limited to, newspapers and billboards, or by means of a mailing directed generally to 
members of the public and not to a specific person, that solicits employment of legal services 
provided by a member, and is directed to the general public and is paid for by, or on the 
behalf of, an attorney. 

• Rule 1-400(A) defines “communications” for purposes of that rule as: “any 
message or offer made by or on behalf of a member concerning the 
availability for professional employment of a member or a law firm directed 
to any former, present, or prospective client…” (emphasis added). 

– (1) Any use of firm name, trade name, fictitious name, or other professional designation of 
such member or law firm; or (2) Any stationery, letterhead, business card, sign, brochure, or 
other comparable written material describing such member, law firm, or lawyers; or (3) Any 
advertisement (regardless of medium) of such member or law firm directed to the general 
public or any substantial portion thereof; or (4) Any unsolicited correspondence from a 
member or law firm directed to any person or entity.
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Law Practice and Social Networking

• Specifically, rule 1-400(D) provides, in pertinent part:
– (D) A communication or a solicitation (as defined herein) shall not: (1) 

Contain any untrue statement; or (2) Contain any matter, or present or 
arrange any matter in a manner or format which is false, deceptive, or 
which tends to confuse, deceive, or mislead the public; or (3) Omit to 
state any fact necessary to make the statements made, in the light of 
circumstances under which they are made, not misleading to the public; 
or (4) Fail to indicate clearly, expressly, or by context, that it is a 
communication or solicitation, as the case may be; or (5) Be transmitted 
in any manner which involves intrusion, coercion, duress, compulsion, 
intimidation, threats, or vexatious or harassing conduct.
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Law Practice and Social Networking
• “Case finally over. Unanimous verdict! Celebrating 

tonight.”
• “Another great victory in court today! My client is 

delighted. Who wants to be next?”
• “Won a million dollar verdict. Tell you friends and 

check out  my website.” 
• “Won another personal injury case. Call me for a free 

consultation.”
• “Just published an article on wage and hour breaks. Let 

me know if you would like a copy.”
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Transfer of Electronic Files
• A client decides to retain new counsel.  In transferring the file to 

successor counsel, the client and successor counsel demand the 
transfer of predecessor counsel’s electronic files, including 
electronic versions of emails correspondence, electronic versions 
of pleadings, and electronic versions of discovery requests and 
responses.

• Must predecessor comply with the client and successor counsel’s 
request?
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Transfer of Electronic Files
• Rule 3-700(D) of the Rules of Professional Conduct (“rule 3-700(D)”) 

provides that, “[s]ubject to any protective order or non-disclosure 
agreement,” an attorney “whose employment has terminated shall . . . . 
promptly release to the client, at the request of the client, all the client papers 
and property. ‘Client papers and property’ includes correspondence, 
pleadings, deposition transcripts, exhibits, physical evidence, expert’s reports, 
and other items reasonably necessary to the client’s representation, whether 
the client has paid for them or not . . . .” (Rule 3-700(D) & (D)(1).) 

• The attorney must make such release of client papers and property at no cost 
to the client.
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Thank you and please let me know if you have any 
questions.

Raffi V. Zerounian
Partner

The Taillieu Law Firm
450 N. Roxbury Drive, Suite 700

Beverly Hills, CA 90210
310-651-2442

rz@taillieulaw.com

Raffi V. Zerounian® San Francisco 2013 22











 
       


            
       
          

              
          


           
     



 

 





           











 

    







  

 













                
 

 
             

 

 
     
 
            
          

               




         

 

 


























 



  







  
















               
             
               


      

            
















 
           





 
















  





 












